How to wipe an iOS mobile device remotely

When your iOS device is lost or stolen, wiping the device remotely may be the last
resort to protect the information from being disclosed to the others.

Before erasing all the information, you can try to locate it, or play a sound on it.
When the erasing is done, it is impossible to use the “Find My iPhone/iPad” function
to locate it anymore. To wipe your iOS device remotely, you have to set up the

“Find My iPhone/iPad” before it was lost or stolen.

The “Find my iPhone/iPad” function is part of the “iCloud” service from Apple. It
will try to locate your iOS device through the WiFi and/or mobile data service when
your iOS device is misplaced. By using the iCloud web site, you can password lock
your iOS device or even wipe all the data remotely. To set up the “Find my
iPhone/iPad” function, simply follow the steps below.

i Tap “Settings” on the home screen, select “iCloud”.
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ii. Enter your Apple ID and password. Tap “Sign In” to continue.
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iii. Your Apple ID will then be verified via email through the email address
that you have registered when you applied for your Apple ID. Make sure
the email account is valid and you have access to it. You may receive an
email from Apple to verify your Apple ID if it has not been done before.

If you receive such email, please follow the instructions in the email to

complete the verification.
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iv. You will be asked if iCloud is allowed to use the location of your iPhone.
This is necessary for the “Find My iPhone” function, so tap “OK” to
continue.

Allow iCloud to Use the
Location of Your iPhone?

This enables Find My iPhone
features, including the ability to
show the location of this iPhone on

a map.
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V. The “Find My iPhone” function will then be turned on automatically.
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Find My iPhone allows you to locate this
iPhone on a map and remotely
lock or erase it.

Vi. To locate your iOS device, visit https://www.icloud.com/ =] =, enter

your Apple ID and password, and click the @ icon to sign in.
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vii. Once log-in is successful, click “Find My iPhone” to continue.
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viii.  Select the device you would like to locate on the “My Devices” window,
and the position of the device will be shown on the map.
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You will see the actions you can do on this device.
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You can play an alert sound to your iPhone.
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Xii.

Or you can lock it (by enabling the passcode function immediately) by
using the “Lost Mode” to avoid the iPhone from unauthorized access.

L
g !
G 1' e |
g | Cancel Lost Mode
x|
%\
e e
i) Fdo Lock your iPhone by entering a passcode.
g 3 i Playgrd
| ETET
| ﬁ.'fr-. /
. Mo
B
;&%’ cornwall St
a - - I
O
\Z 1 2 3
) AEC DEF
Kowloon
Tong
his 4 5 6
H JKL MNO
F 8 9
Py PORS TUV
B | 0
| B
F b &
Ta,r-" YAU YAT e s «a
» q?o CHUEN G
’es" ] =4 == . o =i

Erase CityU CSC?
7 ‘1% All your content and settngs will be erased. An erased

iPhone cannot be located or tracked

—




xiv.  You will be asked to enter the password of the Apple ID again.
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XV. The wipe process will then begin. Even if the device is offline, it will be
wiped once it is online and connected to the internet.
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Erase Started

If you recover your iPhone, some services may be
temporarily unavailable after it is restored.
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xvi. A confirmation email will be sent to your Apple ID’s email address to

inform you that the wipe action was initiated.

From Find My iPhone <noreply@insideicloud.icloud.com> 4 Reply
Subject €SC's iPhone is being erased
To Me: { |

CSC's iPhone is being erased.

The erase of CSC's iPhone started at 1:24 AM on July 22, 2013. All
media, data, and settings will be permanently erased.

If your iPhone has been lost or stolen, be sure to contact your
carrier to turn off wireless service for your iPhone.



