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1. Requirements

Internet Explorer 11 or above

2. Common Setting
a. Internet Explorer Configuration
i. Add Trusted Site

e In Menu Bar of Internet Explorer, select ‘Tools’ = ‘Internet Options’
(If menu bar is no show, press the Alt key)

@ aboutblank

File Edit View Favorites R Help

Delete browsing histery... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Apps

View downloads Ctrl+)
Pop-up Blocker v
SmartScreen Filter >

Manage media licenses

Manage add-ons

Compatibility View settings

Subscribe to this feed...

Feed discovery >
Windows Update

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

Add to Evernote 5

OneMote Linked Notes

Send to OneMote

Report website problems

Internet options I
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For The World

Select ‘Security’ tab = Select ‘Trusted sites’ icon. = Click ‘Sites’ button.

Internet Options ? ¥

Gens:rallF’ri\fE.lq-I Content Connections Programs Advanced

Select a zone to view or changesscuriby settings.

Internet  Localintrandt QEsKi== | Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Sites

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[JEnable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

|ﬁ| Some settings are managed by your system administrator,

Cancel Apply

Input the following web site addresses to ‘Add this website to the zone’ box:
https://zerosixty.cityu.edu.hk/

Uncheck the “Require server verification (https:) for all sites in this zone” checkbox if
necessary.
Click ‘Add’ button and verify the web site address is added successfully.

Trusted sites

‘fou can add and remove websites from this zone. All websites in
‘ this zone will use the zone's security settings.

—Add this website to the zone;
https://zerosiy. cityu.edu.hk Add

Websites:

Remove

||:I3.equire server verification (https:) for &l sites in this zone

Close


https://zerosixty.cityu.edu.hk/
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Trusted sites

You can add and remove websites from this zone. All websites in
” this zone will use the zone's security settings.

&dd this website to the zone:
I Add
\Websites:

https: fjzerosixty. dtyu.edu.hk Remaove

[ ]require server verification (https:) for all sites in this zone

Close

ii. Trusted sites setting

e Select ‘Trusted Sites’ = Click ‘Custom level’ button.

Internet Options ? >

General Security Privacy Content Connections Programs Advanced

Seledt a zone to view or changs

¢ b

Internat Local intranet]

Trusted sites

ites
/ This zone contains websites that you 2
) trust not to damage your computer or

your files,
You have websites in this zone.

Security |evel for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

[]Enable Frotected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level
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e Enable “Initialize and script ActiveX controls not marked as safe for scripting”

Security Settings - Trusted Sites Zone X

Settings

) Enable A
® Prompt
|¢/ Download unsigned ActiveX controls
®) Disable
") Enable

[l Initialize and script AdtiveX controls not marked as safe for scripf]
() Disable
#® Enable
) Prompt
¢ Only allow approved domains to use ActiveX without prompt
®) Disable
") Enable
|¢/ Run ActiveX controls and plug-ins
(_) Administrator approved
() Disable

/& Enahla

< >

*Takes effect after you restart your computer

Reset custom settings

Reset to: Medium (default) ~ Reset...

e Locate the ‘Enable XSS filter’ option = Select ‘Disable’ button

Security Settings - Trusted Sites Zone >

Settings

(®) Enable ~
| Allow websites to prompt for information using scripted winc
() Disabla
(@) Enable
5 Enable X55 filter
BOfoicsise]
D Enable
=  Scoripting of Java applats
() Disable
@ Enable
() Prompt
82, User Authentication
82 Logon
() Anonymous logan
@ Automatic logon only in Intranet zone
() Automatic logon with current user name and password
D Prompt for user name and password b
{ >

*Takes effect after you restart your compuber

Reset custom settings
Resetior  medium (default) “ Reset...
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e Enable “Allow Programmatic Clipboard Access” = Click ‘OK’

Settings

(®) Enable ~
() Prompt
=] Scripting
& Active scripting
() Disable
(®) Enable
O Frompt
=] Allow Programmatic clipboard access
() Disable
O] Enablel
O Frompt
= | Allow status bar updates via script
(®) Disable
() Enable

& Allow websites to prompt for information using scripted winc

(®) Disable

(") Enable b4

<

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-high (default) v Reset...

e Click ‘Yes’ button

Warning! >

ﬂ Are you sure you want to change the settimgs for this zone?

ho
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e Click ‘Apply’ button

Internet Options ? >

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security ssttings.

¢ ¢ vV O

Internet Local intranet  Trusted sites Restricted sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Sites

Security level for this zone

Custom
Custom seftings.
- To change the seftings, dick Custom level.
= To use the recommended settings, dick Default level.

[ ]Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level
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iii. TLS Setting
e From ‘Internet Options’ = Select ‘Advanced’ tab = Locate ‘Use TLS 1.2” under

‘Settings’.
e Ensure that the checkbox of ‘Use TLS 1.2’ is checked. Click ‘OK’ button.

Internet Options ? s

General Security Privacy Content Connections Programs Advanced

Settings

Empty Temporary Internet Files folder when browser is cl ~
Enable 64-bit processes for Enhanced Protected Mode™
Enable DOM Storage

Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

Send Do Mot Track requests to sites you visit in Internet E
Use S5L 3.0

Use TLS 1.0

IR

I<]]

,_
<<

Warn about certificate address mismatch™
Warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does | v

< >

|

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

e Reget...
condition.

You should only use this if your browser is in an unusable state.

- Cancel ﬁpply




